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DECEPTION

BLUF: Deception is BLUF: Deception is an
about shaping an important part of
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Canadian Armed Forces, Directorate for
Army Doctrine, ACT:The Operational
Function, (2013), B-GL-320-000/fp-001

opponent’s behaviour. warfare.

21. Deception and surprise are key to fixing adversary manoeuvre forces. Denying the adversary the
opportunity to achieve his goals and putting him in a reactive frame of mind enhances our freedom of
action. Distraction is achieved by deceiving, luring and surprising the adversary. When an adversary is
deceived, he is certain how to react, but his decision is wrong. When he is lured, he is invited to take a
course of action that will make him vulnerable. When he is surprised, he becomes uncertain how to react
to ambiguous information until it is too late. Given such uncertainty, the adversary can be forced to cover
all options, thereby dissipating his force and being distracted from his purpose. He is thus fixed.

a. DECEPTION. Deception will only be applied to adversary commanders and forces in order to
affect their perception of the threat and intent. Deception is normally conducted in support of
manoeuvre and fire support, with an adversary as the target audience, and therefore the planning
should be led by those staff responsible for manoeuvre.
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Principles of deception

D E C E PTI O N 1.21. Create a i D jon must focus on creating a desired
behaviour. This behavioural outcome must meet the commander’s intent.

1.22. Reinforce existing beliefs. It is important to understand what the adversary is
predisposed to believe (including how they expect friendly forces to act) and what
they are predisposed to disbelieve. It is easier to reinforce a belief than to change it
and difficult to convince them of something they would ordinarily reject.

1.23. Target the decision-maker. Deception targets the decision-maker. The targeted
decision-maker must be able to detect deceptive events, process them and
subsequently act upon them. The decision-maker may be at the tactical, operational
or strategic level.
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. verifiable by friendly forces collection assets — can we confirm the adversarial

Allied ‘J_Oim Docmne for BLUF . 1.24. Be credible, consistent, verifiable and executable. Deception must be:
Operations Security Deceptlon is
and Deception . . credible in their minds — is it believable;
an Important «  consistent with the narrative of the operation and the strategic
/ communications framework — does it make sense in context with what is
/ 7 - Part Of happening;
7 warfare «  verifiable by their collection assets in the time required — can it be
./—\.‘_ satisfactorily confirmed;
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«  executable in terms of the actions required over the time period available to

SLICCGSSfU")’ do so — can we actually do this in a timely manner.

can be qU|te 1.25. Multiple approaches. Creating effects through joint action (the combined
a application of the joint functions of manoeuvre, fires, information and civil-military
COIT'IP'ICEIted. cooperation) will ensure an integrated approach. The greater the number of
channels used, the greater the likelihood of the deception being perceived as
Ediion AVerson2. credible.

1.26. Conceal the real and reveal the false. Draw attention away from real dispositions
UK Ministry of Defence and NATO, Allied Joint and intentions, while simultaneously attracting attention to false intentions.
Doctrine for Operations Security and Deception Alternatives require the adversary to evaluate them.
AJP 3.10.2 (March 2020).




OP BARCLAY

OPERATION BARCLAY was a
series of deceptive actions
(including MINCEMEAT and
WATERFALL) undertaken in 1943
to support HUSKY (the Allied
invasion of Sicily).

OP BODYGUARD

OPERATION BODYGUARD was
a series of deceptive actions
(including FORTITUDE and

QUICKSILVER) undertaken in

1944 to support OVERLORD (the

Allied landings in Normandy).
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British “12t" Army”

British “4th Army”

US “1st Army Group”
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4.10. Incorporating deception. Deception is an important feature in
influence wargames. NATO defines deception as: deliberate measures to
WA R G A M I N G mislead targeted decision-makers into behaving in a manner advantageous

to the commander’s intent. The intended deception target will not be at the

D E C E PT I O N wargaming table, so all efforts to assess the effectiveness of deception must

be attempted through proxy players. This requires specific design approaches
and significant data capture effort. The appropriate approach is likely to be a
closed game in which certain information is concealed from the players. This
entails strict operations security concerning the scenario and objectives, and
limiting out-of-game player interactions. Misinformation and disinformation are
likely to feature, and varying degrees of information integrity and degradation
(not just binary denial) can lead to player confusion and exacerbate the usual
pressures inherent in a wargame. Hence, players must be carefully briefed,
Influence & and the correct mindset instilled to pre-empt player disengagement and
Wargaming % = % frustration. For each action taken by a player, it is important to ascertain that
Handbook | - g BLUF: deception is intended, the type of deception, and the desired behavioural
Wargaming response of the target to being deceived. This must be done as each action is
conceived and submitted. When information about actors’ moves is provided
(fittered and possibly distorted through the control cell) players should then
complicated. interpret what is happening. This must be captured before they plan their next
move. Finally, the players declare what they now intend to do, and whether
this deviates from previously stated plans. In this way, the following can be
dej i thi

itis

e if deception was intended and, if so, what type and how;

* if the deception target’s perception of reality changed; and

* if the changed perception changed the target’s behaviour in the way
desired by the deceiver.
R — E—

UK Ministry of Defence, Influence Wargaming
Handbook (2023)

I. An actor need to be able make the
CHOICE to deceive and take ACTIONS
to support that deception.

2. The target must have their view of reality
changed.

3. The target must act on that changed view

if deception was intended and, if so, what type and how; A
of reality.

if the deception target’s perception of reality changed; and

if the changed perception changed the target’s behaviour in the way
desired by the deceiver.

Is this simply a game effect,
wherein an (unplayed)
subordinate is fooled, rather
than the actual player?

Orr is this a game of
wits between the
players?

Nor does it have to be a player choice,
since the player may simply be
observing the importance of deception
(in an educational game).

This doesn’t require imperfect This usually requires
information (and, indeed, may imperfect
benefit from being evident). information.
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TYPES OF (WAR)GAME DECEPTION

support or defensive positions.

* That is, they must use the game
* Possibly as a choice, possibly as a mechanisms available to them to
randomized or narrative event. actually achieve (cognitive) deception.

* Modelled deception * Executed deception
* The game includes an evident * Players must execute deception in a
deception effect, much the same as way that changes perceptions and
modifiers for (say) air or artillery behaviour.

11

MODELLED DECEPTION

We Are Coming, Nineveh!

With these Event

cards, players aren’t
undertaking actual
deception, but they
ARE learning about
its battlefield
importance.

12



2/23/24

POTENTIAL FOR EXECUTED DECEPTION

Seminar Matrix Free Kriegsspiel Rigid Kriegsspiel
Creativity

Predictability
Rigor
Understanding
Required
Potential for

Automation

Potential for

Deception
13
GAME TYPES AND DECEPTION
MATRIX GAMES RIGID KRIEGSSPIEL
* Players can execute deception in negotiation * Finite range of permitted actions and rigid
with each other, or undertaken deceptive application of rules may constrain deception.
action via facilitator, but the rapid pace of play - Can be done, however, especially with
constrains both. imperfect information and/or major
* Modelled deception is possible, however. negotiation component (Diplomacy).
SEMINAR GAMES FREE KRIEGSSPIEL
* Range of player options and pace of adjudication + Range of player options and flexible
provides substantial opportunities for designing adjudication provides substantial opportunities
and implementing innovative executed for designing and implementing innovative
deception. executed deception.
* Limited number of turns may be a complicating * Limited time for adjudication may be a
factor, however. complicating factor, however.
14
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- With these game mechanisms—blocks, rumours (dummy
counters), tunnels, stay-behind forces, etc.—the Daesh
player is provided with the building blocks of

(executed) deception.

MEDIA CENTRE

h E ‘Production unit may be placed in any non-

Play this card at any point during the < ISF area during deployment.
game (including during ISF movement), o May not be moved once placed.

then remove from play.

Immediately place 1 (or 2)stay-behind | ~ (R ke il
unit(s) in any area(s). 5

suppl
| ST Place rumour block (If
avallable) in any non-ISF area.
Dact

0
Rumours may be placed in non-ISF areas

during initial deployment, or by Event Cards
‘and Media Centre operations.

We Are Coming, Nineveh!
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5 Bobrthe Beaver - Follow
Hypata

EXECUTED DECEPTION

RED deceives target audiences as to the
accuracy of (dis)information by posing as RHIE e
BLU E. Bobr the Beaver IU's great to be back! | can't it to

have adventures with all my friends! #8obrbeaver

#illrianlanguage #hypatia #ichewtrees #damsarefun
#endethnicrepressionandillegalarrests .. more.

RED uses humour to overcome audience
resistance to influential (dis)information.

RED uses deception to increase threat
perception in target audience, thereby shifting
their behaviour.

®Qv

Liked by Cindylouwho and 11,834 others
Bobr the Beaver Oh my goodness, I can hardly believe
it The contest isn't even over yet, and already my
friends are making their very own #Bobrthebeaver hats.
to show that they believe in friendship and kindness and
Hyrian minority rights! Here we see my pals Ivana and
Natashaand Katherine and Aleksandra from Irkalla
Public School #11. Don'tforget: share the #buliesRbad
tag and you could win an offical Bobr the Beaver hat of

16
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DECEPTION BY CONTROL
(“RED HERRING” CHALLENGES)

* As part of an educational (war)game, CONTROL can also create
deceptive pathways in order to:

= assess how well players avoid them (or why they follow them)

* provide “teachable moments.”

“THE CONSPIRACY THEORIST”
CNN ACADEMY 2023
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The End

(or is it?...)
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